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1 Tutorial 1

1.1 Task 1: Classification of intrusion detection systems
An intrusion detection system (IDS) (defined in Tutorial 1) can be classified as:
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e Host-based: A host-based IDS 1s an IDS that monitors the characteristics of a
single host and the events occurring within that host to identify and stop suspi-

cious activities [SMO07, Appendix Al].

Figure 1 shows an example of how a host-based IDS can be deployed.

Figure 1: An example of how a host-
based IDS can be deployed [SMO07, Fig-
ure 7-1]. Note ] the IDS sensors/a-
gents monitoring the web server, mail
servers, Domain Name System server
and database server; 2 a host-based
IDS can exist in the form of software or
hardware.
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Examples of characteristics a host-based IDS monitors include wired and wire-
less network traffic (only for that host), firewall logs, system logs, database logs,
running processes, file access and modification traces, as well as system and

application configuration changes [SMO07, KGVK19].

* Network-based: A network-based IDS is an IDS that monitors network traf-
fic for particular network segments or devices and analyses the network and
application protocol activities to identify and stop suspicious activities [SMO07,

Appendix A].

Figure 2 shows an example of how a network-based IDS can be deployed.



Figure 2: An example of how a
network-based IDS can be de-
ployed: two IDS sensors mon-
itoring two public-facing sub-
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INTERNET

nets and one IDS sensor mon-

itoring a subnet of internal ter-
minals [BEO7, Figure 1.1].

Figure 3: An example of an inline
network-based IDS [SMO07, Figure
4-2]. Note how the IDS sensor is
placed right after the firewall, on
the more secure side of the network
boundary. The IDS sensor can also
be placed on the less secure side
of the network boundary to reduce
load on the firewall [SMO07, Sec.
4.2.2].
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Network-based IDS products typically provide a wide variety of security capabil-
ities, e.g., security information and event management (SIEM) capabilities (see
Tutorial 2).

A network-based IDS can work in either of these two modes:

— Inline mode: An inline sensor is deployed so that all network traffic to be
monitored is channelled through it, e.g., at the boundary between an exter-
nal network and an internal network (see Figure 3), or the boundary between
internal networks that should be segregated [SMO07, Sec. 4.2.2].

An IDS with preventive capabilities, i.e., an intrusion detection and prevention
system (IDPS), is usually deployed in the inline mode.

— Passive mode: A passive sensor is deployed so that it gets a copy of the actual
network traffic (see Figure 4).

Passive sensors are typically deployed so that they can monitor the traffic at
key network locations, e.g., network boundaries, demilitarised zone (DMZ)
subnets.

Passive sensors can monitor traffic through [SMO07, Sec. 4.2.2]:

% The switched port analyser (SPAN) ports (also called mirror or mirroring
ports) of a switch: A SPAN is a software function of a switch or router that
duplicates traffic from incoming or outgoing ports and forwards the copied
traffic to a specialised port called a SPAN port [Gig20].

% A network test access point (TAP): This is a hardware component that can
be connected to a cabling infrastructure to copy packets for monitoring pur-
poses [Gig20].

A TAP is preferred to a SPAN because | SPAN ports are easily oversub-
scribed resulting in packet drops; 2] packets are duplicated when a SPAN
port is configured to capture both ingress and egress traffic flows; ] the
time stamps of packets collected through SPAN may be changed; ] SPAN
operations are processor-intensive and can negatively impact the perfor-
mance of the switch; ] SPAN ports are programmable/reconfigurable and
subject to cyber attacks [Lacl17, Gig20, Gar21].

Nevertheless, SPAN ports remain useful for links with power budget limi-
tations and low-utilisation or low-throughput links at remote sites [Lacl7,
Gig20].

Figure 4(b) depicts the data flows between a switch and a router when either
a SPAN port or a network TAP is used.

s An IDS load balancer: This is a device that aggregates and directs network
traffic to IDS sensors.

An IDS load balancer works according a set of rules configured by an admin-
istrator.

These rules may direct all traffic to multiple IDS sensors, or split the traf-
fic among multiple sensors by volume, IP address, protocol or some other

characteristics.
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Traffic splitting may however cause signs of malicious events to be missed.

* Distributed: When ||| a mix of host-based and network-based sensors are em-
ployed, and 2] IDS management is centralised (e.g., in Figure 1, Figure 3 and
Figure 4), some authors [BEO7, pp. 7-8] refer to the resultant architecture as
distributed 1DS.

Distributed IDSs combine host-based and network-based analytics, and this is
especially helpful for detecting insider attacks [LDVH*18].
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Figure 4: (a) An example of a passive network-based IDS [SMO07, Figure 4-3]. (b)
SPAN vs TAP for monitoring [Gar21].

Table 1 compares the advantages and disadvantages of host-based and network-
based IDSs.

Network-based IDSs can be further differentiated as:

* Wired vs wireless: A network-based IDS typically works in a wired infras-
tructure but a wireless IDS is a special type of network-based IDS tailored to
monitoring wireless network traffic and analysing wireless networking protocols
(e.g., Wi-Fi, cellular, Bluetooth, LoRa) for the purpose of identifying suspicious
activities involving these protocols; see [SM07, Sec. 5] and [Led22].

Wireless IDS vendors include Bastille and SonicWall.


https://www.bastille.net
https://www.sonicwall.com

¢ Protocol-based vs application protocol-based: In a protocol-based IDS, sen-
sors are placed at the front of a server to monitor traffic between the server and
its clients [Led22].

In an application protocol-based IDS, the traffic across a group of servers is mon-
itored [Led22]. Furthermore, specialised application protocols are usually lever-
aged for monitoring, to help network administrators segment and classify their
network monitoring activities [Led22].

Table 1: Comparing host-based and network-based IDSs, based on [KGVK19, Ta-
ble 4], [BEO7, p. 6] and [FGCMF21].

| | Host-based | Network-based |
Pros Can check end-to-end encrypted traffic Runs on its own resources
Can reassemble fragmented packets Monitor traffic of multiple hosts at the
same time
Ruleset can be tailored to individual | Aware of a broad range of network proto-
hosts cols
Cons Relies on the host’s resources Cannot check end-to-end encrypted traf-
fic
Only detects attacks targeted at the host | Might struggle with packet reassembly
and not cope with peak traffic
Insufficient for detecting insider attacks
Examples | OSSEC, Sagan, Spartan RDP Guard, | Snort, Suricata, Zeek, Sguil, Security
AIDE, Tripwire, Security Onion Onion
1.2 Task 2
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