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1 What is cryptography?

National Institute of Standards and Technology (NIST) is a definitive source of
standards and definitions, and it has produced not one but many definitions of

cryptography, including:


https://csrc.nist.gov/glossary/term/cryptography
https://csrc.nist.gov/glossary/term/cryptography

Definition 1: Cryptography

The science of information hiding and verification that includes the protocols,
algorithms and methodologies to securely and consistently prevent unautho-
rised access to sensitive information and enable verifiability of the informa-
tion, guided by security objectives that include confidentiality, integrity au-
thentication, source authentication and non-repudiation [BB16].

The informal interpretation of renown cryptographer Prof Gol-
dreich, that cryptography is the 000000 00 000 00000 0000 00000 00

00000000 COO0000000 Ooi0dooo 00 00000 0 [Gol01, p. 1], is apt and
concise.

The definition above can be more easily understood in the context of a DIOOO0 (Alice)
sending a message to a UJJJIOO0 (Bob), in the presence of an 000000000000 or CIOOOC
J00000 (Eve).

When Alice uses cryptography to hide secrets in the message to be sent to Bob, so
that Eve can never find out the secrets, Alice is seeking 00000000000000:

Definition 2: Confidentiality [

The property that sensitive information is not disclosed to unauthorised en-
tities.

The problem of ensuring 0000000I0000000000 00O CD00I00I000 between Alice and Bob
over an 0000000 CJ0OI0O (permitting Eve’s shenanigans), as described above, is the
most basic problem in cryptography.

* For every message that Alice wants to send to Bob secretly, called a 010000000,
Alice uses an 1000000000 algorithm to 0O0000X/00000000 1t into a DIOOOCOOOD.

* Alice then sends the ciphertext over the insecure channel.

e Upon receiving Alice’s ciphertext, Bob uses a O000000000 algorithm to O00000L/0000000C
it to recover the plaintext.

* The scenario just described is encrypting 0000 [0 000000 (see Figure 1(a)) but
when Alice and Bob are the same entity, for example when Alice wants to encrypt
her own data in storage, the scenario becomes one of encrypting 0000 00 0000 (see
Figure 1(b)).

* More on encryption in Sec. 3.
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Figure 1: Encrypting (a) data in transit, and (b) data at rest [KL21, Figures
1.1-1.2].


https://www.wisdom.weizmann.ac.il/~oded/

When Bob receives a message, he needs assurance that the message has not been
modified or substituted with a fabricated message by Eve in transit. In other words,
Bob seeks to verify the 100000000 of the message:

Definition 3: Integrity [

The property that protected data has not been modified or deleted in an unau-
thorised and undetected manner.

In the definition above, when Alice sends two messages in succession, and Eve
blocks/deletes either of the messages, the integrity property ensures Bob discover
the deletion.

[] Note if somehow Eve can block Bob from all of Alice’s messages, cryptography
cannot help, 1.e., cryptography cannot ensure O0OJ00OIO00C.

Besides needing assurance a message received is intact, Bob also needs assurance
the message did come from Alice, so that Eve cannot masquerade as Alice and
send fabricated messages to Bob. In other words, Bob seeks to UUIO0OONIOONI both
the integrity and the source of the message:

Definition 4: Authentication [

A process that provides assurance of the source and integrity of information
that is communicated or stored, or that provides assurance of an entity’s iden-
tity.

If Alice signs (a concept to be covered later in the course) a message, Bob should
be able to verify that Alice signed the message, and furthermore Alice should 000
be able 000000000 that she signed the message [Sch96]:

Definition 5: Non-repudiation [ 1

A service that is used to provide assurance of the integrity and origin of data
in such a way that the integrity and origin can be verified and validated by
a third party as having originated from a specific entity in possession of the
private key (i.e., the signatory).

For the rest of this course, we will learn the various cryptographic schemes for
achieving the security objectives above, as well as techniques for weakening or
even breaking these schemes, collectively called 0000I00000000:

Definition 6: Cryptanalysis [

Operations performed to defeat cryptographic protection without an initial
knowledge of the key employed in providing the protection.

Definition 7: Cryptology [ , Sec. 1.1]

The study of cryptography and cryptanalysis.

Cryptography is mathematically demanding and a broad area, so it makes sense
to concentrate on the fundamental cryptographic primitives in an introductory
cryptography course.
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DBO PCUBJO QMBJOUFYU DFOIFSUFY Q RBISTEPST PG JL
QMBJOUFYUT PG JUTDIPJDR/P EFDSZQU DJQIFSUFYUT P

#BTFE PO UIF BDRVJSFE QMBREDREFO DIFOBPRVISFE QMB
UFYU QBJST UIF BEWFSTBBEYU QPISHFEVWDF BEWFSTBS.
JOGPSNBUJPO BCPVU UIF QERBPCGUHUBUYUIMDLEIP BEPVU UIF QN
TQPOEJOHUPBDIJQIFSUFYUQPOED OBIUFEEKDUQIFSUFY U |
UIF TBNF LFZ CVU OPU JO UIFIBEMBNSTIBFRZEVU OPU BWBJ
DPMMFDUJPO DSZQUJPO CZUIF PSBDMF

51 JT DPODMVEFT PVSEJTDVTTIJPO PG UISFBU NPEFM BT (

8F XJMM SFWJTJUUIFTFUPQJDT JO GVUVSF MFDUVSFT X|
SJUINT JO EFUBJM

#FGPSFUIFO JUJTVTFGVMUP VOEFSTUBOGRS NEBU JFF O
TFDVSIOEPNQVUBUJPOBMITFENGIODHA VT UP UIF OFYU TFL

-RIJISVQEXMSR XLISVIXMG WIGYVMX]

*OGPSNBMMZ BDSZQUPHSBQIJD TDIFNF TZTUFNPNQYX(Q
UJPOBMMAGRDNEFTU QPTTJCMF BMHPSJUIN GPYESEBILE
XIFS#JT TVDI B MBSHF OVNCFS UIBUJUJT JOGFBTJCMF L
UJP@WNEB 4FD >
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