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Complexity theory is a fundamental computer science subject. The complexity-
theoretic concepts of complexity, asymptotic notation, complexity classes and re-
duction are pivotal to cryptography.
This lecture starts by defining complexity (Sec. 1) and using it as a context for intro-
ducing asymptotic notation (Sec. 2). Together, complexity and asymptotic notation
provide an entry point to complexity theory (Sec. 3), in which Turing machines (see
Sec. 4), computability (see Sec. 5) and complexity classes (see Sec. 6) are essential
concepts.

1. Complexity

A gentle introduction to complexity can be found in the “Why quantum computing?”
section of IBM’s now-archived “Introduction to Quantum Computing” course. This
is our starting point.
There is a fundamental need, for cryptography or not, to compare/classify algo-
rithms based on how their resource requirement (mostly time and sometimesmem-
ory/storage space) grows with the size of their input. This resource requirement is
called complexity.
Knowing a cryptographic algorithm’s complexity allows us to quantify how well
the algorithm scales with the length/size of its input, and how much resources an
attacker needs to recover a secret key.
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Comparison of algorithms should not depend on the computational model (e.g.,
classical computer versus quantum computer), but rather should measure the in-
trinsic difficulty of the problem.
It makes sense to think about the running time of an algorithm (see Definition 1)
as a function of the size of its input (see Definition 2).

Definition 1: Running time [MvV96, Definitions 2.52–2.54]

The running time of an algorithm on a particular input is the number of
primitive operations or “steps” executed. Note a “step” depends on the con-
text; it can be a machine clock cycle, a multiplication, or in general the most
time-consuming operation that gets repeated.

• Worst-case and average-case running times are the upper bound and expec-
tation of the running time respectively.

Definition 2: Size of input [MvV96, Definition 2.50]

The size of the input is the total number of bits needed to represent the in-
put in ordinary binary notation using an appropriate encoding scheme; or
depending on the context, the number of items in the input.

Let us discuss binary encoding. A positive integer 𝑛 can be represented with 1 +
⌊log 𝑛⌋ bits in the binary format. Rigorous authors would define operator lg [BS96,
Sec. 3.1] or len [Gal12, p. 22] as follows to quantity the number of bits in the binary
representation of 𝑛:

lg𝑛 = {
1, if 𝑛 = 0;
1 + ⌊log |𝑛|⌋, otherwise.

(1)

Hence, if 𝑝 is a polynomial with a degree at most 𝑘, and each coefficient is a non-
negative integer of at most 𝑛, then the size of 𝑝 is (𝑘 + 1) lg𝑛 bits. For simplicity
though, the size of 𝑛 is often taken to be log 𝑛 bits.

To make things confusing, some authors [MvV96, p. 50] define lg = log , but
this is not adopted here.
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It also makes sense to quantify how fast a function grows with the input size; this
is called the rate of growth of the running time.

Example 1

Suppose an algorithm running on an input of size 𝑛 takes 𝑎𝑛 +𝑏𝑛+𝑐machine
instructions, where 𝑎, 𝑏 and 𝑐 are constants. The running time is dominated
by the highest-order term, i.e., the quadratic term 𝑛 , because it grows much
faster than the other terms.
Typically though, the running time cannot be exactly quantified, i.e., the co-
efficients 𝑎, 𝑏 and 𝑐 cannot be known exactly, because it depends on the input.
So by convention, we drop the constant factor of 𝑛 , and we say the running
time grows with 𝑛 .

Of practical interest is how the worst-case and average-case running times grow
with input size 𝑛.
• We consider the case when 𝑛 → ∞, i.e., we consider the asymptotic running

times.
• The average case is problematic because it involves taking an expectation. In-

stead, we upper-bound (for the worst case) and low-bound (for the best case) the
running time.

The asymptotic notation gives us the standardmathematical tool to express asymp-
totic running times in upper and lower bounds.

2. Asymptotic notation

The asymptotic notation (sometimes called the O notation) provides a way to ex-
press the relationship between the growth rates of two functions [vJ11, p. 881].
For the ensuing discussion, let 𝑔(𝑛) and 𝑓(𝑛) denote two positive-valued functions.
The asymptotic notation can be used to express the following types of bounds:
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• using the
big-O notation:

𝑔(𝑛) = 𝑂(𝑓(𝑛)) ⟹ lim sup |||
𝑔(𝑛)
𝑓(𝑛)

||| < ∞.

(2)
Eq. (2) means 𝑔 is asymptotically
bounded from above by 𝑓. More pre-
cisely, it means there exist finite positive
constants 𝑁, 𝑘 such that for all 𝑛 > 𝑁,
𝑔(𝑛) ≤ 𝑘𝑓(𝑛).

The big-O notation relates two functions
that grow in the same order, e.g., both
linearly.

Strictly speaking, the equal sign in
Eq. (2) is misleading because the left-
and right-hand sides cannot be swapped.
= should be ∈, but its use is customary.

The big-O asymptotic relation is
Reflexive: 𝑔(𝑛) = 𝑂(𝑔(𝑛)).
Transitive: If ℎ(𝑛) = 𝑂(𝑔(𝑛)) and
𝑔(𝑛) = 𝑂(𝑓(𝑛)), then ℎ(𝑛) = 𝑂(𝑓(𝑛)).

Figure 1: 𝑔(𝑛) = 𝑂(𝑓(𝑛)) supposing
𝑔(𝑛) is running time. Image from
Khan Academy.

If 𝑓(𝑛) grows much faster than 𝑔(𝑛),
then we use the little-o notation:

𝑔(𝑛) = 𝑜(𝑓(𝑛)) ⟹ lim |||
𝑔(𝑛)
𝑓(𝑛)

||| = 0,

(3)
and we say 𝑔(𝑛) is strictly bounded
from above by 𝑓(𝑛). Note

𝑔(𝑛) = 𝑜(1) ⟹ lim |𝑔(𝑛)| = 0.

Both the big-O and little-o symbols are known as the Landau symbols [Wei22].

• using the
big-Omega notation:

𝑔(𝑛) = Ω(𝑓(𝑛)) ⟹ lim inf |||
𝑔(𝑛)
𝑓(𝑛)

||| > 0.

(4)
Eq. (4) means 𝑔 is asymptotically
bounded from below by 𝑓. More pre-
cisely, it means there exist finite positive
constants 𝑁, 𝑘 such that for all 𝑛 > 𝑁,
𝑔(𝑛) ≥ 𝑘𝑓(𝑛).

The big-Omega notation relates two
functions that grow in the same order,
e.g., both linearly.

If 𝑓(𝑛) grows much more slowly than
𝑔(𝑛), then we use the little-omega nota-
tion:

𝑔(𝑛) = 𝜔(𝑓(𝑛)) ⟹ lim |||
𝑔(𝑛)
𝑓(𝑛)

||| = ∞, (5)

Figure 2: 𝑔(𝑛) = Ω(𝑓(𝑛)) supposing
𝑔(𝑛) is running time. Image from
Khan Academy.

and we say 𝑔(𝑛) is strictly bounded
from below by 𝑓(𝑛).
It is intuitively obvious that

{
𝑔(𝑛) = 𝑂(𝑓(𝑛)) ⟺ 𝑓(𝑛) = Ω(𝑔(𝑛)),
𝑔(𝑛) = 𝑜(𝑓(𝑛)) ⟺ 𝑓(𝑛) = 𝜔(𝑔(𝑛)).

4

https://www.khanacademy.org/computing/computer-science/algorithms/asymptotic-notation/a/big-o-notation
https://www.khanacademy.org/computing/computer-science/algorithms/asymptotic-notation/a/big-big-omega-notation


• using the
big-Theta notation:

𝑔(𝑛) = Θ(𝑓(𝑛))
⟹ 𝑔(𝑛) = 𝑂(𝑓(𝑛)) and 𝑔(𝑛) = Ω(𝑓(𝑛))

⟹ 0 < lim inf |||
𝑔(𝑛)
𝑓(𝑛)

||| ≤ lim sup |||
𝑔(𝑛)
𝑓(𝑛)

||| < ∞.

(6)

Eq. (6) means 𝑔 grows at the same
asymptotic rate as 𝑓. Figure 3: 𝑔(𝑛) = Θ(𝑓(𝑛)) supposing

𝑔(𝑛) is running time. Image from
Khan Academy.

Example 2

What is the asymptotic relationship between 𝑔(𝑛) = 𝑛 and 𝑓(𝑛) = 𝑐 , assum-
ing 𝑘 ≥ 1 and 𝑐 > 1 are constants?

: Just by observation, we know for 𝑘 ≥ 1, 𝑐 > 1, 𝑓(𝑛) = 𝑐 as an
exponential function rises faster with 𝑛 than 𝑔(𝑛) = 𝑛 as a polynomial func-
tion does. So, likely 𝑔(𝑛) = 𝑂(𝑓(𝑛)) or 𝑔(𝑛) = 𝑜(𝑓(𝑛)), so it makes sense to
investigate the ratio 𝑔(𝑛)/𝑓(𝑛):

lim sup |||
𝑔(𝑛)
𝑓(𝑛)

||| = lim sup 𝑛𝑐 .

Applying L’Hôpital’s rule to the above,

lim sup 𝑛𝑐 = lim sup 𝑘𝑛
𝑐 ln 𝑐 =

𝑘
ln 𝑐 lim sup 𝑛𝑐 .

The preceding process can be repeated until the index of the numerator be-
comes 0, in which case we get a 1 in the numerator but an infinity in the
denominator. Therefore,

lim sup 𝑛𝑐 = 0 ⟹ 𝑔(𝑛) = 𝑜(𝑓(𝑛)).

These are some facts often invoked in the cryptography literature [MvV96, p. 59]:

• For positive 𝑐, log 𝑛 = Θ(log 𝑛).

• 𝑛! = 𝑜(𝑛 ), 𝑛! = Ω(2 ), and Stirling’s formula: 𝑛! = √2𝜋𝑛 ( ) [1 + Θ (𝑛 )].

• log (𝑛!) = Θ(𝑛 log 𝑛); see Example 3. Note: A function that is 𝑂(𝑛 log 𝑛)
for 𝑘 ∈ ℕ is called quasi-linear.

Example 3

Let us prove 𝑔(𝑛) = Θ(𝑓(𝑛)), where 𝑔(𝑛) ≜ log (𝑛!) and 𝑓(𝑛) ≜ 𝑛 log 𝑛.
Let us ignore the degenerate case of 𝑛 = 1, and assume 𝑛 > 1.
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Since

𝑔(𝑛) = log (𝑛!) = log 𝑛 + log (𝑛 − 1) +⋯+ log 1
< log 𝑛 + log 𝑛 +⋯+ log 𝑛 = 𝑛 log 𝑛 = 𝑓(𝑛),

we conclude for 𝑘 ≥ 1,

𝑔(𝑛) < 𝑘𝑓(𝑛) ⟹ 𝑔(𝑛) = 𝑂(𝑓(𝑛)).

On the other hand, since

𝑔(𝑛) = log 𝑛 + log (𝑛 − 1) +⋯+ log 1 > log 𝑛 = 1
𝑛𝑓(𝑛) ⟹ 𝑓(𝑛) < 𝑛𝑔(𝑛),

we conclude for 𝜅 ≥ 𝑛,

𝑓(𝑛) < 𝜅𝑔(𝑛) ⟹ 𝑓(𝑛) = 𝑂(𝑔(𝑛)) ⟺ 𝑔(𝑛) = Ω(𝑓(𝑛)).

Therefore, 𝑔(𝑛) = Θ(𝑓(𝑛)).

Armed with the knowledge of the asymptotic notation, we can now define what the
adjective “negligible” means:

Definition 3: Negligible function [Den06, Definition 2.1], [AB09, Definition
9.4]
A positive function 𝜖 ∶ ℕ → [0, 1] is negligible if for every positive polynomial
𝑝, there exists a positive integer 𝑁(𝑝) such that ∀𝑛 ≥ 𝑁(𝑝), 𝜖(𝑛) ≤ 𝑝(𝑛) .
Using asymptotic notation, we write 𝜖(𝑛) = 𝑂 (𝑝(𝑛) ).

When we discuss the security of a cryptographic algorithm or protocol later in the
course, and say an attacker has “negligible advantage”, “negligible” is as defined
in Definition 3.
Since negligible functions tend to zero as their input grows, events that happen
with negligible probability can be safely ignored in most practical and theoretical
settings.

3. What is complexity theory?

The most efficient algorithms have constant-time complexities. For example, an
algorithm that determines whether an integer is even or odd only needs to inspect
the rightmost digit of the integer.
The algorithm in Figure 4 adds two integers starting with the rightmost digits,
and repeats leftwards until there are no more digits to left.

• Different computers execute this algorithm at different speeds, but without ex-
ception, the computational time grows linearly with the size of the input.
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