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Complexity theory is a fundamental computer science subject. The complexity-
theoretic concepts of complexity, asymptotic notation, complexity classes and re-
duction are pivotal to cryptography.

This lecture starts by defining complexity (Sec. 1) and using it as a context for intro-
ducing asymptotic notation (Sec. 2). Together, complexity and asymptotic notation
provide an entry point to complexity theory (Sec. 3), in which Turing machines (see
Sec. 4), computability (see Sec. 5) and complexity classes (see Sec. 6) are essential
concepts.

1. Complexity

A gentle introduction to complexity can be found in the “Why quantum computing?”
section of IBM’s now-archived “Introduction to Quantum Computing” course. This
1s our starting point.

There 1s a fundamental need, for cryptography or not, to compare/classify algo-
rithms based on how their resource requirement (mostly time and sometimes mem-
ory/storage space) grows with the size of their input. This resource requirement is
called complexity.

Knowing a cryptographic algorithm’s complexity allows us to quantify how well
the algorithm scales with the length/size of its input, and how much resources an
attacker needs to recover a secret key.


https://github.com/Qiskit/textbook/blob/main/notebooks/intro/why-quantum-computing.ipynb
https://github.com/Qiskit/textbook/tree/main/notebooks/intro

Comparison of algorithms should not depend on the computational model (e.g.,
classical computer versus quantum computer), but rather should measure the in-
trinsic difficulty of the problem.

It makes sense to think about the running time of an algorithm (see Definition 1)
as a function of the size of its input (see Definition 2).

Definition 1: Running time [ , Definitions 2.52—-2.54]

The running time of an algorithm on a particular input is the number of
primitive operations or “steps” executed. Note a “step” depends on the con-
text; it can be a machine clock cycle, a multiplication, or in general the most
time-consuming operation that gets repeated.

* Worst-case and average-case running times are the upper bound and expec-
tation of the running time respectively.

Definition 2: Size of input [ , Definition 2.50]

The size of the input is the total number of bits needed to represent the in-
put in ordinary binary notation using an appropriate encoding scheme; or
depending on the context, the number of items in the input.

Let us discuss binary encoding. A positive integer n can be represented with 1 +
|log n| bits in the binary format. Rigorous authors would define operator 1g [BS96,
Sec. 3.1] or len [Gal12, p. 22] as follows to quantity the number of bits in the binary
representation of n:

1, if n = 0;

= 1
1+ [log,|n|], otherwise. (1)

lgn
Hence, if p 1s a polynomial with a degree at most k, and each coefficient is a non-
negative integer of at most n, then the size of p is (k + 1)lgn bits. For simplicity
though, the size of n is often taken to be log, n bits.

[ To make things confusing, some authors [MvV96, p. 50] define 1g = log,, but
this is not adopted here.


https://learn.qiskit.org/content/intro/images/why-qc/basically_all_computers.png

It also makes sense to quantify how fast a function grows with the input size; this
1s called the rate of growth of the running time.

Example 1

Suppose an algorithm running on an input of size n takes an” +bn+c machine
instructions, where a, b and c are constants. The running time is dominated
by the highest-order term, i.e., the quadratic term n", because it grows much
faster than the other terms.

Typically though, the running time cannot be exactly quantified, i.e., the co-
efficients a, b and c cannot be known exactly, because it depends on the input.
So by convention, we drop the constant factor of n”, and we say the running
time grows with n".

Of practical interest is how the worst-case and average-case running times grow
with input size n.

* We consider the case when n — oo, i.e., we consider the asymptotic running
times.

* The average case is problematic because it involves taking an expectation. In-
stead, we upper-bound (for the worst case) and low-bound (for the best case) the
running time.

The asymptotic notation gives us the standard mathematical tool to express asymp-
totic running times in upper and lower bounds.

2. Asymptotic notation

The asymptotic notation (sometimes called the O notation) provides a way to ex-
press the relationship between the growth rates of two functions [vJ11, p. 881].

For the ensuing discussion, let g(n) and f(n) denote two positive-valued functions.

The asymptotic notation can be used to express the following types of bounds:



e JO0OIO0ODI0 O0O0OOD 00000 using the
big-O notation:

) = O(f(m) = limsup |£23 < -
Eq. (2) means g 1is asymptotically

bounded from above by f. More pre-
cisely, it means there exist finite positive
constants N,k such that for all n > N,

g(n) < kf(n).

The big-O notation relates two functions
that grow in the same order, e.g., both
linearly.

[] Strictly speaking, the equal sign in
Eq. (2) is misleading because the left-
and right-hand sides cannot be swapped.
= should be €, but its use is customary.

The big-O asymptotic relation is

O(g(n)).

0 Transitive: If h(n) = 0(g(n)) and
g(n) = O(f(n)), then h(n) = O(f(n)).

0 Reflexive: g(n) =

S ke fin)

running time

1

Figure 1: g(n) = O(f(n)) supposing
g(n) is running time. Image from
Khan Academy.

If f(n) grows much faster than g(n),
then we use the little-o notation:

g(n)
oyl =Y
(3)

and we say g(n) is strictly bounded
from above by f(n). Note

gn) =o(f(n) = lim

gn) =o(1) = Dlimn% lg(n)| = 0.

Both the big-O and little-o symbols are known as the Landau symbols [Wei22].
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big-Omega notation:

g(n)
)~
)

Eq. (4) means g 1is asymptotically
bounded from below by f. More pre-
cisely, it means there exist finite positive
constants N,k such that for all n > N,

g(n) = kf(n).

The big-Omega notation relates two
functions that grow in the same order,
e.g., both linearly.

gn) =Q(f(n) = hm 1nf’

If f(n) grows much more slowly than
g(n), then we use the little-omega nota-
tion:

gm)| _

fy| = @

g(n) = w(f(n)) = lim
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Figure 2: g(n) = Q(f(n)) supposing
g(n) is running time. Image from
Khan Academy.

and we say g(n) is strictly bounded
from below by f(n).

It 1s intuitively obvious that

{g(n) = 0(f(n) < f(n) =
g(n) = o(f(n)) = f(n)=

Q(g(n)),
w(g(n)).


https://www.khanacademy.org/computing/computer-science/algorithms/asymptotic-notation/a/big-o-notation
https://www.khanacademy.org/computing/computer-science/algorithms/asymptotic-notation/a/big-big-omega-notation
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= g(n) = O(f(n)) and g(n) = Q(f(n)) ,,-"J P /_ Lk fin)
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Eq. (6) means g grows at the same

asymptotic rate as f. Figure 3: g(n) = ©(f(n)) supposing

g(n) is running time. Image from
Khan Academy.

Example 2

What is the asymptotic relationship between g(n) = n” and f(n) = c", assum-
ing k > 1 and ¢ > 1 are constants?

00000000: Just by observation, we know for k > 1, ¢ > 1, f(n) = ¢” as an
exponential function rises faster with n than g(n) = n” as a polynomial func-
tion does. So, likely g(n) = O(f(n)) or g(n) = o(f(n)), so it makes sense to
investigate the ratio g(n)/f(n):

O

: n
Applying L’'Hé6pital’s rule to the above,
nl Jpp 000 k 5,000
hrmnmsélp o= 11IDnDs$1p e - Inc hrmnmsélp 7

The preceding process can be repeated until the index of the numerator be-
comes 0, in which case we get a 1 in the numerator but an infinity in the
denominator. Therefore,

lim sup n—DD =0 = gn) =o(f(n)).
ooo €

These are some facts often invoked in the cryptography literature [MvV96, p. 59]:
* For positive c, log, n = O(log, n).
O
e n! =o(n), n! = Q12Y), and Stirling’s formula: n! = \/27n (%) [1 +0 (nDD)].

* log.(n!) = ©(nlog n); see Example 3. Note: A function that is O(n logg n)
for k € N is called quasi-linear.

Let us prove g(n) = O(f(n)), where g(n) = log,(n!) and f(n) 2 nlog.n

Let us ignore the degenerate case of n = 1, and assume n > 1.



https://www.khanacademy.org/computing/computer-science/algorithms/asymptotic-notation/a/big-big-theta-notation

Since

g(n) = log (n!) = log.n+1log (n —1) + --- +log, 1
<log ,n+log n+--+log ,n=nlog,n=f(n),

we conclude for k > 1,
gn) <kf(n) = gn) = O0(f(n)).
On the other hand, since
g(n) =log n+log,(n—1)+--- +log 1> log,n= %f(n) = f(n) < ng(n),

we conclude for ¥ > n,

f(n) <xg(n) = f(n) =0@gm) = gn) =Q(f(n).

Therefore, g(n) = O(f(n)).

Armed with the knowledge of the asymptotic notation, we can now define what the
adjective “negligible” means:

Definition 3: Negligible function [ , Definition 2.1], [ , Definition

9.4]

A positive function € : N — [0, 1] 1s negligible if for every positive polynomial
p, there exists a positive integer N(p) such that Vn > N(p), e(n) < p(n)™".

Using asymptotic notation, we write e(n) = O (p(n)™").

When we discuss the security of a cryptographic algorithm or protocol later in the

course, and say an attacker has “negligible advantage”, “negligible” is as defined
in Definition 3.

Since negligible functions tend to zero as their input grows, events that happen
with negligible probability can be safely ignored in most practical and theoretical
settings.

3. What is complexity theory?

The most efficient algorithms have constant-time complexities. For example, an
algorithm that determines whether an integer is even or odd only needs to inspect
the rightmost digit of the integer.

The algorithm in Figure 4 adds two integers starting with the rightmost digits,
and repeats leftwards until there are no more digits to left.

* Different computers execute this algorithm at different speeds, but without ex-
ception, the computational time grows linearly with the size of the input.



'JHVSHMBNQMF BMHPSJUIN XJUI MJOFBS DPNQN

IPXDPOTJEFS UIF QSPCMFN PBHRIVAFTCAHKBVUF GPSDF

Y*OUIFCFTUDBTF XFPOMZOFFEUP NBLFPOFHVFTT
Y*O UIF XPSTU DBTF XF JUHRS@RFTUIGNWK BPNCJOBUJPOT
YOO BWFSBHF XF JUFSIBH$BQWPISPMOMF DPNCJOBUJPOT
Y5IF DPNQMFYJUZA(TH MFBSMYQPOFOUJBM XJUI UIF TJ[F

"UUIJTQPJOU XFIBWFTFFOFYBNQMFTPGDPOTUBOU UJ
UJNF DPNQMFYJUJFT

Y"DSZQUPHSBQIJD BMHPSJUINJT TFDVSFJG UIFNPTU F
UJNFDPNQMFYJUZ SFMBUJWF UP UIF LFZ TJ[F

Y*OUIJTDBTF UIFQSPCMFEFN PG CSFBLJOH@UK BMMUPBPIIN B
JT HPPE OFXT GPS TFDVSJUZ

SIFSF JT NVDI UP CF HBJOFE JG XF BQQMZ NPSF SJHPV S
SJUINT CZ MFWFSBHBOHE RGFDPNQVUBUJPPS® MNXPWEW RIYZJI
GPS TIPSU UIF NBJO HPBM PG XIJDIJT UP QSPWJEF NFDI

UuBuJPOBM QSPCMFNT BDDPSEJOH UP UIF SFTWVSDERFDODI
>

$PNQMFYJUZUIFPSZ TUBSU TDECNRNTUWBEIOMK GIVIO O BB MWB C
MENT GWBEDPNQVUBCMF G6VWODUWAPEOMWBCMF QSPCMENT
BOZ OVNCFS CZ [FSP

*OTINQMFS UFSNT DPNOQMEYJUZUIFPSZTUBSUT CZESB.?
FSTDBOEPBOE XIBUUIFZDBOOPUEP )PXFWFS ESBXJO
GPSNVMBBMVMW TPIGCMF DPNQVUBUJFOB M R P D PT BEOIE<B T
DPNQMFYJUZ UIFPSZ SFRVJBPN@\EWFBOJBOPO PG



-POH CFGPSF UIF BEWFOU PG EJHJUBM DPNQVUFST TFW
FNBUJDJBOT O ®PMBOMZS$IVSDI BOE "MBO 5VSJOH
TFRRHVSFO CFHBO UP GPSNBMJTF UIF OBUVSF PG DPNQV
UJPO BOE UIF RVFTUJPO PEHIIPN@Q VUBCJINMIUZ <

UlF T $IVSDIBOE5S5VSJOHJOEFQFOEFOUMZBSSJWFEE
DMVTIJPOT FRVJWBMFOU UP

ua"GVODUJPOJT DPNQVUBCMFJGJUDBOCFDPNQVU
CZB5VSJOH NBDIJOF

5IF 5VSJOH NBDIJOF JT POF PG UIF LFZ BGHV S§B DARIRPD p |y
QVUFS TDJFODFBOEJT DPWFSFE JO NP Shyg BV 8l 3I8H4 FI

GS L FEJB
SIFQSPCMEFN PG DPNQVUBCIMJIUZ JT BEESFI?\'FF%QJO AJFD

C %FUBJM )JTUPSM< >

*0O %BWJE )JJMBESWB MIUIRIQPGPQFO QSPCMFENT JO|NB
UPCFTPMWFE )FBMTP TFUBOBNCJUJPVT BHFOEB|UP
TPMJEBYJPNBUJD GPVOEBUJPOT

*0O )JJMCFSURTBHFOEB XBT TMB8UUFESHRED XFEQ IF NBU
FNBUJDBM XPSME CZ TIPXJOH UIBU DFSUBJO USVF [TUI
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(TEFMRT XPSLEJSFDUMZ NPUJWBUFEUIF XPSLPG5V|SJ(
JUuZ

*UUVSOT PVUUIF RVFTUJPO
JUZ JT UIF FBTZ QBSU BOE
GFSFOUJBUJPO CFUXFFO US
USBDUBCMF QSPIXHWENU IBBHR®
DIBMMFOHJOH

51JT EJ FSFOUJBUJPO JT JN
DBVTF XF XBOU UP LOPX JG
QSPCMENT BSF SFBMMZ JOU:¢
CFDBVTF XFIBWFOPUJOWEFO

HPSJUIN
"JHVSF$MBTTFT PG QSPCMPEREQUPHSBQIJD BMHPSJUIT
JHVSFE > CBTFE PO B DPNQVUBUJPO

BTTVNQUJPO F H UIF 34" D¢
BTTVNFT JU JT IBSE UP GBI
OVNCFS XJMM CF CSPLFO J
JOUSBDUBCMF QSPCMFNT U
USBDUBCMF



YFMJOFBUJOH UIF CPVOEBSZ CFUXFFO
usBbuBCMF BOE JOUSBDUBCMF QSPCMFENT
JT JO GBDU UIF 4GB NP VIA

1SPCMWBNO >

SIF QSPCMFNJT TP JIJNQPSUBOU JUJT EFTJH
OBUFEN@®IBZ .BUIFNBUJDTBDTUJUVUF
POFPGTFWFO .JMMFOOJVN 1SPCMFENT XJUI
BQSJ[FNPOFZPG64% NIJMMJPOBUUBDIFE

8BUDI 2VBOUB .BHB[JFOMRTHysa /1 "QSPCMEN TP JNQ
PWFSVWPGUMIF1WFSTVT /1 1SREMRNCFEO NBLIJOH BOOFBS

"O JOUSPEVDUJPO UP U|PVHHN$6@FW%’§$®SPN5XFO

DMBTA EFBOE UIFJS SEFMBUJPHVDBDOOMYSZ 'PY SEMFWJT.
GPVOE JO 4FD

SYVMRK QEGLMRI

(JWFO UIF TFEFNJOHMZ JO OJUF OVNCFS PG XBZT B DRN
UJPOBM UBTL DBO CF QFSGPSNFE JO UIF RVFTU GPS|B
UJPOBM NPEFM TFFNT GVUJMF CVUTVSQSJTJOHMZ UJF:
NPEFM O QSPQPTFE CZ "MBO 8VYQJOFDIO
OUIBUTV DJFOUMZ DBQUVSFTUIF FTTFOUJBMBTQFDWT
UBUJPO UIF5VSJOH NBDIJOF

'‘PSUIPVTBOETPGZFBST TDPNQVUBUJPOUXBTVOEFSJU
QMJDBUJPO PG NFDIBOJDBM SVMFT UP NBOJQVMBUF
JOH XI1JDIJOUFSNFEJBUF SFTVMDEBBBI BEJUFO UP B
UIF 5VSJOH NBDIJOF JT B DPODSFUF FNCPEJNFOU PG
JUIWF OPHUIPLOFD >

#FGPSF XFEF OF UIF5VSJOH NBDIJ@BMMHMWHU VT EF OF BO
SJUBIOE IPX BOBMHPSJUINJT FYFDVUFE

Y-FU CFBGVODUJPO UIBUUBLFT B TUSJOH PG CJWT#J F
BOE PVUQVUT FJUIFS PS

Y"OBMHPSGPINDPNQWIJBOHFU PG NFDIBOJDBM SVMFT TV
UIEFN XF DBO DPNQHWIVEFO BOZ J O YU

Y5IF TFU PG SVMFT CFJOH GPMMPXFE JT YFE J F UIF
QPTTIJICMFJOQVUT BMUIPVHI FBDI SVMF JO UIJT TFU N
UINFT

Y&BDI SVMOWPMHMWYFPS NPSF PG UIF GPMMPXJOH FMENFO!
4FD >

3FBEPOFCJUGSPNUIFTDSBUDIQBE XIJDIDBOCFBO.
SFTVMU CJU

8SJUF B CJUUPUIF TDSBUDIQBE
&JUIFS TUPQ BOE PVUQVU PS PSDIPPTF B OFX SVNMN
BQQMJFE OFYU
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SIF STUUBQF TFSWFT U CORQS/HB &BRXIM Z
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M5IFSFJT B VOJWFSTBM 5v3JJ6H NBDITONNVMBUF BOZ PUI|
DIJOF HIWFO JUT CJU SFQSFTFOUBUJPO

%FOPUBOZIF NBDIJOF XIPTF SFQSFTFOUBUJPO BT B CJl
(JIWFOBQBJSPG CIJUBUBQO@WUNVMBUFTUIF CaBWJIPRF

51JT TINVMBUJPOJTF DJFOU *G &J FT5 (RO &) PE UUNF \POX
UIJNFPID (= (&MH(& &))

8FNBZUBLFJUGPSHSBOUFEUIBUHIJWFO FOPVHIUJNF F
FYDFQUUIPTF CVHHZ POFT UIBU SVOJOBO JO OJUF MP|
UuvsoT PVUUP CFGBMTF BOE UIJT GVOEBNFOUBM DPNQ
UIFOFYU TVCTFDUJPO
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